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What is a Cyber 360?
Cyber 360s are a free, bespoke support offer provided by the Local Government Association to individual councils. 
It offers an opportunity for councils to explore their cyber-security culture through a different lens – offering a fresh set of perspectives in a safe, friendly, and constructive environment.
Our aim is to support councils to:
· Improve their understanding of cyber risk
· Prevent and resist cyber attacks more effectively
· Develop cyber security skills at every level of the organisation
The 360 process 
A team of council officers and external experts will spend two or three days with your council. 
Over these days, the team will have various conversations with senior leaders, heads of service, cyber and IT professionals about the council’s cyber-security culture.
The team will work together with the LGA to develop a bespoke reflective report, with recommendations for how you can improve your cyber culture. We will also offer informal feedback sessions at the end of each of the Cyber 360 days.
The Cyber 360 conversations can take place virtually or in-person.
The 360 approach
A Cyber 360 is all about advice. It should not be seen as a form of compliance, accreditation, health check, or another directive or assurance-based model.
The team will build cyber capabilities by coaching and signposting to advice and guidance. We also seek to help you better understand what good looks like without dictating specific outcomes or actions to be taken.
At the heart of a Cyber 360 is improving cyber security culture. We will prioritise ways you can improve leadership, governance, awareness and training. We will also look at the ways your technology is impacting on culture.
The LGA’s Cyber 360 framework will form the basis of all conversations. This framework brings together existing advice from:
· The National Cyber Security Centre
· Scottish Government
· National Institute of Standards and technology
· The Cabinet Office
· NHS Digital
· Centre for Internet Security
Benefits of taking part in Cyber 360s
19 councils have taken part in Cyber 360s since we launched the programme in February 2022. Councils have outlined some of the following benefits of taking part in the process:
· Increased confidence in how to manage your council’s cyber risks
· A better understanding of what “good” looks like in cyber security
· A wide scope, which considers the role of leadership, governance, and risk management in improving cyber security
· An opportunity to reflect on the council’s areas for further development in a relaxed, confidential environment
· The potential to save resources on cyber training and awareness
Commitment from the council
Taking part in the Cyber 360 will require a time commitment from your council. The level of time commitment depends on your role in the Cyber 360:
Lead organiser
The lead organiser will:
· act as a “single point of contact” for the LGA
· take part in a series of planning meetings with the LGA
· have a key role in preparing a schedule for the two or three days that the Cyber 360 team spend “on-site”. 
· be available during the Cyber 360 to manage any logistical issues.
· participate in a pre-meeting with the Cyber 360 team before the start of the council’s 360
· participate in feedback sessions at the end of each day.
We estimate that a time commitment of three-four working days will be required from the lead organiser. They might wish to delegate some of their diary management responsibilities to an executive assistant from the council.
Sponsor
The sponsor will:
· Help to secure commitment to the Cyber 360 process from the council’s senior management and participants
· Help to agree the scope of the Cyber 360
· participate in feedback sessions at the end of each day.
We estimate that a time commitment of one working day will be required from the sponsor.
Council participant
Council participants will:
· participate in conversations of up to one hour with the Cyber 360 team, during the two-three days spent “on site”
· participate in any pre-meetings organised by the council sponsor or lead organiser, to introduce them to the Cyber 360 process
We estimate that a time commitment of two hours will be required from participants.



